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Agenda

• ElectionGuard overview

• How it will work this November
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What is ElectionGuard?

• Free, open source software for voting system 

vendors (or election administrators) to implement 

end-to-end verifiability (e2ev)

• Runs alongside (and does not modify) the core 

election system

• Increases confidence in election outcomes 

through transparency and advanced cryptography 

and security

• Enables a public copy of the election results that 

preserves voter privacy and the secret ballot while 

allowing independent verification of the ballots 

and tallies 183



ElectionGuard History

• Started in 2019

• First code release September 2019

• Bounty program started in 2020

• First public election with VotingWorks in 

Fulton County, Wisconsin, February 2020

• Partnership with Hart July 2021

• First public election with Hart, Enhanced 

Voting, Center for Civic Design, and MITRE 

in Franklin County, Idaho November 2022
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The Voting Process with ElectionGuard

• The voter votes as usual (fills out a paper ballot)

• The voter inserts the ballot into the Hart scanner

• The scanner prints the ElectionGuard confirmation 

code and shows a summary screen to the voter with 

the interpretation of the ballot

• If the voter submits the ballot, they take the 

confirmation code home to check that ballot was 

included in the published tally

• If the voter runs a BallotCheck instead, the ballot will 

not be included in the tally

• BallotCheck ballots are published separately so the 

voter can validate what the machine would have 

submitted if the voter chose to cast
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Verifying Your Ballot was Counted

• Get the URL to the published Election 

Record 
https://app.enhancedvoting.com/results/public/cc/id/22

• Go to the MITRE verifier page
https://mitre.github.io/ElectionGuardVerifier.jl/gitpod.html

• Run the verifier on a remote server (using 

Github Copilot)
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Independently Verifying the College Park Results

• Access the published Election Record from 

the confirmation code website

• Run an independent verifier on the 

published election

• Verify each and every ballot is valid and 

hasn’t been modified

• Verify the tallies derived from the ballot 

are valid
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Privileged and confidential

ElectionGuard

Franklin County 

Process 

Diagram
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Classified as Microsoft Confidential

Microsoft Democracy Forward 

ElectionGuard
Increasing confidence in Elections

Where can I get ElectionGuard? ElectionGuard is available for free on Github. It is being 
tested and brought to market via a series of diverse and complex pilot elections. It was 
first tested in Fulton, Wisconsin, in 2019 in partnership with VotingWorks.

More recently, ElectionGuard was used in the 2022 Franklin County, Idaho general 
election. Hart InterCivic incorporated ElectionGuard into their Verity precinct scaner. 
The Center for Civic Design helped with messaging and voter feedback to confirm we 
accomplished our objectives; Enhanced Voting built the public website for voters to 
check their confirmation codes; and MITRE verified the election was correctly tall ied.

We are currently working on ElectionGuard 2.0, which will  enable additional voting 
methods, faster and more efficient ballot encryption, and a production-level version of 
the software used by Election Administrators.

In 2023, we are seeking additional pilots to test additional voting methods such as 
vote by mail.

What is it? ElectionGuard is open-source software that improves confidence and 
participation in elections. It allows voters to verify that their ballots were included in 
the published tally, that their selections are correctly recorded by the voting system, 
and for independent verifiers to confirm the recorded votes are correctly tall ied.

How does it work? ElectionGuard runs alongside an existing voting system. It creates a 
parallel, encrypted copy of every vote, and uses advanced cryptographic techniques 
and security procedures to preserve the secrecy of the ballot and privacy of every 
voter. Voters are given a confirmation code with a website URL that they can go to 
after the election ends to verify that their ballots were included.

ElectionGuard also enables Guardians – respected members of a community chosen by 
election administrators – to prepare the election and enable the voting system to 
encrypt ballots. Once the election is over and the encrypted ballots are collected, the 
Guardians compute a tally without decrypting the ballots. Consistent with modern 
election voting practices, ceremonies are conducted offl ine, so no external actors can 
tamper with the process.Verifiers built by independent third-party organizations such 
as MITRE can then ensure the recorded votes have been correctly tall ied.

2022 Highlights

• Ran successful pilot in 2022 Franklin County, Idaho General Election
• Produced End-to-End Verifiability Report
• Gave presentation to the Election Assistance Commission (EAC) on 

independent verifiability

For more information about ElectionGuard, please visit our website at: https://www.electionguard.vote or contact ElectionGuard@microsoft.com 
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